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Vom buffer overflow zur shell
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Memory - Binary layout
Where’s everything located?
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Memory - Binary layout
Where’s everything located?
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cmd line args
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return address

parameters

locals

return address
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Line



Registers



Register - The basics
[…] a quickly accessible location available to a computer’s processors”

rax

eax

ax

alah

rdi

rsi

rdx

rcx

rax

rip

rsp

rbp

stack

1st arg

2nd arg

3rd arg

4th arg

return value

next instr.

8

064

32

16



Stack



Stack
push

a

push a <- 
push b 
push c 
pop rax 
pop rbx 
pop rcx

rax rbx rcx

⃪ rbp, rsp

(rbp = Base Pointer, rsp = Stack Pointer)
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Stack
push

a

push a 
push b 
push c <- 
pop rax 
pop rbx 
pop rcx

b

c

rax rbx rcx
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Stack
pop

a

push a 
push b 
push c 
pop rax <- 
pop rbx 
pop rcx

b

c
rax rbx rcx

⃪ rbp

⃪ rsp



Stack
pop

a

push a 
push b 
push c 
pop rax 
pop rbx <- 
pop rcx

c b
rax rbx rcx

⃪ rbp, rsp



Stack
pop

push a 
push b 
push c 
pop rax 
pop rbx 
pop rcx <-

c b a
rax rbx rcx

⃪ rbp, rsp



Assembly



Assembly
Low level programming

• opcodes


• mnemonics


• common mnemonics


• push/pop


• sub, add, mul, div


• mov, lea


• ret, leave, call


• jmp, jne, jz


• syntax (Intel vs AT&T)



Functions



Prolog push rip 
push rbp 
mov rbp, rsp

1 Move value from rsp…

2 into rbp



prolog
original state

…

…

…

…

…

…

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

push rip 
push rbp 
mov rbp, rsp

⃪ rsp

⃪ rbp

original stack frame



prolog
store the instruction pointer

…

…

…

…

…

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

push rip 
push rbp 
mov rbp, rsp ⃪ rsp

⃪ rbp

original stack frame



prolog
store the base pointer

…

…

…

…

0x99

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

push rip 
push rbp 
mov rbp, rsp

⃪ rsp

⃪ rbp

original stack frame



prolog
define the new base

…

…

…

…

0x99

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

push rip 
push rbp 
mov rbp, rsp

⃪ rsp, rbp

original stack frame



Epilog mov rsp, rbp 
pop rbp 
pop rip



epilogue
start state

…

…

…

…

0x99

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

mov rsp, rbp 
pop rbp 
pop rip

⃪ rsp

⃪ rbp

original stack frame



epilogue
move the stack pointer to the old base pointer

…

…

…

…

0x99

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

mov rsp, rbp 
pop rbp 
pop rip

⃪ rbp, rsp

original stack frame



epilogue
reset the base pointer

…

…

…

…

…

0x55

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

mov rsp, rbp 
pop rbp 
pop rip ⃪ rsp

⃪ rbp

original stack frame



epilogue
reset the instruction pointer

…

…

…

…

…

…

…

…

…

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

mov rsp, rbp 
pop rbp 
pop rip

⃪ rsp

⃪ rbp

original stack frame



Buffers



buffers
(this is the point where s*** starts to break)

…

…

…

…

…

_ _ _ _ _ _ _ _

_ _ _ _ _ _ _ _

old rbp

old rip

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

char str[16]; 
gets(str);

⃪ rsp

⃪ rbp

original stack frame



Buffer Overflow



buffers
filling the buffer with “A”s

…

…

…

…

…

A A A A A A A A

A A A A A A A A

old rbp

old rip

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

char str[16]; 
gets(str);

⃪ rsp

⃪ rbp

original stack frame



buffers
overwriting the base pointer of the caller with “B”

…

…

…

…

…

A A A A A A A A

A A A A A A A A

B B B B B B B B

old rip

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

char str[16]; 
gets(str);

⃪ rsp

⃪ rbp

original stack frame



buffers
overwriting the return address of the function with “C”

…

…

…

…

…

A A A A A A A A

A A A A A A A A

B B B B B B B B

C C C C C C C C 

…

…

0x91

0x92

0x93

0x94

0x95

0x96

0x97

0x98

0x99

char str[16]; 
gets(str);

⃪ rsp

⃪ rbp

original stack frame


